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@ What are security topics for future networks?

New Technologies A Quantum Computer A Future guantum computer can compromise
e A Al technologies current crypt algorithms.
: § @L FD*’“\ A Al will be used for cyber attacks.
o | A Al itself will be target of attack.
New Services A Holographic Communication A New requirements should be considered.
(New Use Cases) A Tactile Internet AHigh speed/Large bandwidth communication

A Unmanned mobility AExtremely low latency
ATime sensitive communication

A Exposure of network and A APl/Interconnecting should be secured.
computing resource AWhat security/privacy/trust function will be
AIn-time and on-time services required for B5G/6G network?

A Security, Privacy, Trust

A Space terrestrial Integrated A Networks will become even more complex, and
Network security issues (vulnerabilities, configuration
A Intelligent Operation Network mistakes) cannot be found easily.



?5C

<M. Security considerations for new features

AHigh speed encryption/decryption
ANew security monitoring and processing methods

Ultra Fast & Large Capacity

A Seamless security architecture

Ultra Low Latency A Lightweight security

A Efficient authentication/authorization

Ultra Numerous Connectivity AEfficient security processing and monitoring mechanism

A Security mechanisms in hardware

Ultra low power consumption A Lightweight security architecture

ANew security monitoring and defensing mechanisms
AResiliencemechanism for attacks/failures

Ultra security and resiliency APrivacy preserving mechanisms _
ATrustworthiness of different nodes and domains
A Accounting, accountability, validation of delivered services

Autonomy A Trust mechanism without trusted parties

AlInteroperable security mechanism between different networks/domains

Scalability A Optimization of security mechanism among
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Quantum Cryptography and
Physical Layer Cryptography

Article from NICT NEWS 2021 No. 2 (Vol. 486)
Researchers: Mikio FUJIWARA, Hiroyuki ENDO

The NICT has been conducting research and development of a technology for a cryptographic
communication system that can not be broken even with the most advanced computers in the future, or a
quantum cryptography network that ensures information-theoretically secure communication, as well as a
technology for building a distributed storage on the network that is also theoretically secure. We have
been operating a quantum cryptography network, Tokyo QKD Network, covering an area within 100 km
from the center of Tokyo since 2010, and research on spaceborne implementation is also ongoing
This article introduces our efforts and the progress towards global deployment

Background

RSA and DH are currently the most popular public key cryptography, and are used in cryptographic
communication through TLS and digital signatures. However, they are known to be breakable in
polynomial time using a quantum computer, and so there is an urgent need to make them stronger. In

Overview

Quantum Cryptography and
Physical Layer Cryptography

Photonic Quantum Technologies

Trapped-ion Optical Clock and
Quantum Network

Quantum Control of Continuous
Variable States

Quantum Information Theory
Quantum Communications
Photon Detection
Light-exciton Interaction

lon-photon Quantum Network

Return to the Main Menu

TOSHIBA Quantum Key Distribution

Home What is QKD Why Toshiba QKD Products Use Cases News/Topics

Quantum Key Distribution

The new age of secure communication,

powered by quantum physics

Our vision is to secure the world’s communications from the threats posed by advances in computing and
mathematics. At a time when technological progress has created an almost constant state of data proliferation, the
need for the secure transmission of sensitive information has never been more significant. It is essential to protect
and future-proof data communication now through the advancement of reliable and ultra-secure quantum

cryptography solutions.

At Toshiba, we are committed to delivering world’s leading cyber-physical-system technology to protect the private

NEC

INEQC orchestrating a brighter world

contact s, Support & Downloads (@ Country & Region

Home > MewsRoom > NEC, NICT and ZenmuTech use quantum cryptography to encrypt, transmit and backup electronic medical records

NEC, NICT and ZenmuTech use quantum cryptography to encrypt,

transmit and backup electronic medical records

- Achieving secure and real-time cross-references between medical institutions -

Tokyo, October 22, 2020 - NEC Corporation (NEC), National Institute of Information and Communications
News Room > Technology (NICT) and ZenmuTech, Inc have succeeded in demonstrating a system that uses quantum
cryptography to encrypt and securely transmit dummy electronic medical records compatible with SS-MIX
standardized storage and to back the data up with a secret sharing technology (*1) over a wide area
Corporate/Financial > network. In addition, the cross-referencing of dummy data between this system and Kochi Health Sciences
Center has also been demonstrated.

Sustainability > This demonstration experiment was conducted as a part of the Cross-ministerial Strategic Innovation
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ITU-Tn” 1 34 h6 A

ITU-T SG13 (Future networks and emerging network technologies)
Y.3800: Overview on networks supporting quantum key distribution
Y.3801: Functional requirements for quantum key distribution networks
Y.3802: Quantum key distribution networks 6 Functional architecture
Y.3803: Quantum key distribution networks 6 Key management
Y.3804: Quantum key distribution networks 8 Control and management
Y.3805: Quantum key distribution networks 6 Software-defined networking control
Y.3806: Quantum key distribution networks 8 Requirements for quality of service assurance
Y.3807: Quantum key distribution networks 6 Quality of service parameters
Y.3808: Framework for integration of quantum key distribution network and secure storage network
Y.3809: A rolebased model in quantum key distribution networks deployment
Y.3810 (draft): Quantum key distribution network interworking - framework
Y.3811 (draft): Quantum key distribution networks - Functional architecture for quality of service assurance
Y.3812 (draft): Quantum key distribution networks - Requirements for machine learning based quality of service assurance

ITU-T SG17 (Security)
X.1710: Security framework for quantum key distribution networks
X.1712: Security requirements and measures for quantum key distribution networksd key management
X.1714: Key combination and confidential key supply for quantum key distribution networks
X.1715: Security requirements and measures for integration of quantum key distribution network (QKDN) and secure storage
network
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Supporting of consent on the draft Recommendation ITU -T Y.QKDN-iwfr  NICT" 2022 7Q
OQuantum key distributi o@QKDNig-tfwoarnke wiorNE@ W
178 Revised baseline text for X.sec_ QKDN_tnt Security requirements and NICT" 2922~
designs for the protection of quantum key distribution node NEC' w8 90Q
177 _Revised bas_eline text for X.sec_ QKDN_AA Authentication and authorization  NICT" | 2922~
in QKDN using quantum safe cryptography NEC' w8 90Q
39 Revised baseline text for X.sec_ QKDN _tn Security requirements and NICT" | 2022 50
17 designs for quantum key distribution networks - trusted node NEC' v
36 Revised baseline text for X.sec_ QKDN_AA Authentication and authorization  NICT" | 2022 570Q
in QKDN using quantum safe cryptography NEC' v
Revised baseline text for X _sec_ QKDN _intrg Security requirements and NICT" 2022 50
85 measures for integration of QKDN and secure storage network (for NEC' W
consent)

5aXNIX YAé&s 2022 x o X
A 1 s CAS Quantum Network Co. Ltd@QuantumCTelCo., Ltd., Beijing University of Posts and Telecommunications,
Ministry of Industry and Information Technology (MIIT)
A ht s SK Telecom
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A Compact Digital Signature Scheme Based on the

Module-LWR Problem

Kiyomoto, Tsuyoshi Takagi

Publisher: Springer International Publishing

Read first chapter

Published in: Information and Communications Security

» Get access to the full-text

Abstract

We propose a new lattice-based digital signature scheme MLWRS
which is one of the second-round candidates of MIST's call for post-
standards. To the best of our knowledge, our scheme MLWRSign is t
security is based on the (module) learning with rounding (LWR) prot
LWR, the secret key size is reduced by approximately 30% in our scr
while achieving the same level of security. Moreover, we implement
the running time of our scheme is comparable to that of Dilithium.

Toshiba

Giophantus

for public -key cryptography

MLWRSign for digital signature

Authors: Hiroki Okada, Atsushi Takayasu, Kazuhide Fukushima, Shinsaku

O PQCP

LOTUS

Home

Materials
Specifications
Implementation Code
Known Answer Tests

Related information

International Ci ce on Selected Areas in Cr

SAC 2017: Selected Areas in Cryptography - SAC 2017 pp 215-234 | ite as

A Public-Key Encryption Scheme Based on Non-linear
Indeterminate Equations

Authors Authors and affiliations

Koichiro Akiyama (<], Yasuhiro Goto, Shinya Okumura, Tsuyoshi Takagi, Koji Nuida, Goichiro Hanaoka

Conference paper
First Online: 23 December 2017

2 686

Citations Downloads

Part of the Lecture Notes in Computer Science book series (LNCS, volume 10719}

Abstract

In this paper, we propose a post-quantum public-key encryption scheme whose security
depends on a problem arising from a multivariate non-linear indeterminate equation. The
security of lattice cryptosystems, which are considered to be the most promising candidate for a
post-quantum eryptosystem, is based on the shortest vector problem or the closest vector
problem in the discrete linear solution spaces of simultaneous equations. However, several
improved attacks for the underlying problems have recently been developed by using
approximation methods, which result in requiring longer key sizes. As a scheme to avoid such
attacks, we propose a public-key encryption scheme based on the “smallest” solution problem
in the non-linear solution spaces of multivariate indeterminate equations that was developed
from the algebraic surface cryptosystem. Since no efficient algorithm to find such a smallest
solution is currently known, we introduce a new computational assumption under which
proposed scheme is proven to be secure in the sense of IND-CPA. Then, we perform
computational experiments based on known attack methods and evaluate that the key size of

our scheme is able to be much shorter than those of previous lattice cryptosystems.

NICT

Post-Quantum
Cryptography

0

|

LOTUS

(Learning with errOrs based encryption with chosen ciphertexT secUrity
for poSt quantum era)

What's LOTUS?

LOTUS s a lattice-based cryptosystem developed by NICT. LOTUS consists of LOTUS-PKE for public key
encryption and LOTUS-KEM for key encapsulation. LOTUS aims at providing post-quantum security, meaning it

may remain secure against large-scale quantum Some hi prop of LOTUS are as follows:

1ts security relies on the standard Learning With Errors (LWE) assumption.

1t targets IND-CCA2 security, even with 256-bit security level (the highest security level in NIST PQC
project).

It is based on a long line of research.

News

December 27, 2017. Initial website is up.

January 04, 2018. Update the implementation code t

failure. We thank Tancréde Lepoint for pointing out ti

October 15, 2018. LOTUS implementation codes are

LOTUSor publickey cryptography

NTT

Improvement of
NTRU-HRSS
(Public-key Cryptography)

Tightly-Secure Key-Encapsulation Mechanism
in the Quantum Random Oracle Model *

Contacts Tsunekazu Saito, Keita Xagawa, and Takashi Yamakawa

NTT Secure Platform Laboratories
3-g-11, Midori-cho Musashino-shi, Tokyo 180-8585 Japan
{saito.tsunekazu, xagawa.keita, yamakawa.takashi}@lab.ntt.co.jp

August 25, 2021

Abstract. Key-encapsulation mechanisms secure against chosen ciphertext attacks (IND-CCA-secure KEMs)
in the quantum random oracle model have been proposed by Boneh, Dagdelen, Fischlin, Lehmann, Schafner,
and Zhandry (CRYPTO 2012), Targhi and Unruh (TCC 2016-B), and Hofheinz, Hovelmanns, and Kiltz (TCC
2017). However, all are non-tight and, in particular, security levels of the schemes obtained by these construc-
tions are less than half of criginal security levels of their building blocks.

In this paper, we give a conversion that tightly converts a weakly secure public-key encryption scheme into
an IND-CCA-secure KEM in the quantum random oracle model. More precisely, we define a new security

notion for determa:

tic public key encryption (DPKE) called the disjoint simulatability, and we propose a

way to convert a disjoint simulatable DPKE scheme into an IND-CCA-secure key-encapsulation mechanism
scheme without incurring a significant security degradation. In addition, we give DPKE schemes whose dis-
joint simulatability is tightly reduced to post-quantum assumptions. As a result, we obtain IND-CCA-secure
KEMs tightly reduced to various post-quantum assumptions in the quantum random oracle model.
keywords: Tight security, chosen-ciphertext security, post-guantum cryptography, KEM.
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AES256.GCM
s AESNIo 0 DElElops

AES256-GCM
s AESNIK 9 x

Rocca
s AESNIK ¢ x

s X Intel® Coreei7-1068NGTt x 0 "QB * AEWQ
OpenSSLnD 6 Do0d ‘' Rocck T Open SSL
T 0500 6D %'

31Gps

138Gps

IETF Internet-Draftx Y'x wes RoccaX
https://datatracker.ietf.org/doc/draftnakancroccas/



