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What are security topics for future networks? 2

Changes Examples Issues

New Technologies ÅQuantum Computer

ÅAI technologies

ÅFuture quantum computer can compromise 

current crypt algorithms.

ÅAI will be used for cyber attacks.

ÅAI itself will be target of attack.

New Services 

(New Use Cases)

ÅHolographic Communication

ÅTactile Internet

ÅUnmanned mobility

ÅNew requirements should be considered.

ÅHigh speed/Large bandwidth communication

ÅExtremely low latency

ÅTime sensitive communication

New Functions ÅExposure of network and 

computing resource

ÅIn-time and on-time services

ÅSecurity, Privacy, Trust

ÅAPI/Interconnecting should be secured.

ÅWhat security/privacy/trust function will be 

required for B5G/6G network? 

New Infrastructure ÅSpace-terrestrial Integrated 

Network

ÅIntelligent Operation Network

ÅNetworks will become even more complex, and 

security issues (vulnerabilities, configuration 

mistakes) cannot be found easily.



Security considerations for new features 3

Features Security requirements

Ultra Fast & Large Capacity
ÅHigh speed encryption/decryption

ÅNew security monitoring and processing methods

Ultra Low Latency
ÅSeamless security architecture

ÅLightweight security

Ultra Numerous Connectivity
ÅEfficient authentication/authorization

ÅEfficient security processing and monitoring mechanism

Ultra low power consumption
ÅSecurity mechanisms in hardware

ÅLightweight security architecture

Ultra security and resiliency

ÅNew security monitoring and defensing mechanisms

ÅResiliencemechanism for attacks/failures

ÅPrivacy preserving mechanisms

ÅTrustworthiness of different nodes and domains

ÅAccounting, accountability, validation of delivered services

Autonomy ÅTrust mechanism without trusted parties

Scalability
ÅInteroperable security mechanism between different networks/domains

ÅOptimization of security mechanism among 
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QKD ṕITU-TṖ 7

ITU-Tπ᷉⁮ᴟήϦθ
ITU-T SG13 (Future networks and emerging network technologies)

Y.3800: Overview on networks supporting quantum key distribution

Y.3801: Functional requirements for quantum key distribution networks

Y.3802: Quantum key distribution networks ðFunctional architecture

Y.3803: Quantum key distribution networks ðKey management

Y.3804: Quantum key distribution networks ðControl and management

Y.3805: Quantum key distribution networks ðSoftware-defined networking control

Y.3806: Quantum key distribution networks ðRequirements for quality of service assurance

Y.3807: Quantum key distribution networks ðQuality of service parameters

Y.3808: Framework for integration of quantum key distribution network and secure storage network

Y.3809: A role-based model in quantum key distribution networks deployment

Y.3810 (draft): Quantum key distribution network interworking - framework

Y.3811 (draft): Quantum key distribution networks - Functional architecture for quality of service assurance

Y.3812 (draft): Quantum key distribution networks - Requirements for machine learning based quality of service assurance

ITU-T SG17 (Security)
X.1710: Security framework for quantum key distribution networks

X.1712: Security requirements and measures for quantum key distribution networks ðkey management

X.1714: Key combination and confidential key supply for quantum key distribution networks

X.1715: Security requirements and measures for integration of quantum key distribution network (QKDN) and secure storage

network
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SG ‹ ЌϱЕи ᾕ ᵓ›

13 40
Supporting of consent on the draft Recommendation ITU -T Y.QKDN-iwfr

òQuantum key distribution network interworking (QKDNi) - frameworkó

NICTʺ
NEC̋ שׂ
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17

178
Revised baseline text for X.sec_QKDN_tn: Security requirements and 

designs for the protection of quantum key distribution node 

NICTʺ
NEC̋ שׂ

2022
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177
Revised baseline text for X.sec_QKDN_AA: Authentication and authorization 

in QKDN using quantum safe cryptography 

NICTʺ
NEC̋ שׂ

2022

8˙9Ὦ

89
Revised baseline text for X.sec_QKDN_tn: Security requirements and 

designs for quantum key distribution networks - trusted node 

NICTʺ
NEC̋ שׂ
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86
Revised baseline text for X.sec_QKDN_AA: Authentication and authorization 

in QKDN using quantum safe cryptography 

NICTʺ
NEC̋ שׂ

2022 5Ὦ

85

Revised baseline text for X_sec_QKDN_intrq: Security requirements and 

measures for integration of QKDN and secure storage network (for 

consent) 

NICTʺ
NEC̋ שׂ
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ΤϣχṄ χ ệˢ2022 χϙˣ

ӟᵰχṄ χ ệˢ2022 χϙˣ
Å ⁯ˢCAS Quantum Network Co. Ltd., QuantumCTekCo., Ltd., Beijing University of Posts and Telecommunications, 

Ministry of Industry and Information Technology (MIIT) x
Åḫ⁯ˢSK Telecomx
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NTT

MLWRSign for digital signature

Giophantus

for public -key cryptography

LOTUSfor public-key cryptography

Improvement of

NTRU-HRSS

(Public-key Cryptography)
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ʿ͑͜ χ ˑσг˔ІϾ˔Іτ›ϩδθ ◓῝ᵫ Ӛ‹χΩ ᴟṪ Ϭᶎ ΰʺ
зЊ˔Іχϋμ Ϭ ♁ΰʺ χ ῟ Ϭ ϥʻ

ʿϷ˔НХАЖϬΩ ͔̋ӟ τ Πʺὀ πϜם ᴦ σṪ Ϭᵫ βϥʻ
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ʿ ◓ЀрСв˔Ќτ ΰοϜʺᾝ∕ρ χӗ Ϭᶎ βϥθϛτʺ Ϭ256
РАЕτΰννʺ5G χ ‰ ʾ τ ᴂΰθẶ Ӛ‹ ꜠Ϭ ὓβϥʻ

ʿӚ‹ 80GbpsϬ ΰʺ ⱲḧϬ ꜠ρ ᶓΰʺΩ 50̋ ⌡ᾚβϥʻ
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Ӛ‹ϯиЁзЇЭ ˢ ˣ

AES-256-GCM
ˢAES-NIσΰˣ

0.9Gbps

AES-256-GCM
ˢAES-NIΚϤˣ

31Gps

Rocca
ˢAES-NIΚϤˣ

138Gps

ˢ ˣIntel® Core�æi7-1068NG7πχὓ ὫᴮʻAESψ
OpenSSLχם Ϭ ΰοὓ ʻRoccaϜ τOpen SSL
τ ϙ₅ϙὓ Ϭם☼ʻ

AESρχ ᶓ

https://datatracker.ietf.org/doc/draft-nakano-rocca-s/
IETFs Internet-Draftˣϒχ ᵫˢRocca-Sx


